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Abstract—This research-to-practice paper presents a novel
pedagogical tool for hardware cybersecurity education and
workforce development. The growing importance of hardware
security has made it essential for individuals and organizations
to understand hardware security principles and best practices.
However, the current educational curriculum falls short of
fulfilling these emerging demands due to the rapidly changing
hardware security landscape and limited opportunities for hands-
on training. To address these challenges, we propose and have
developed the Interactive Hardware and Cybersecurity (I-HaC)
Educational Framework, a pedagogical educational framework
that supplements existing courses by leveraging generative Al for
individualized instruction related to hardware and cybersecurity,
data mining, and applied Machine Learning (ML), as well as data
visualization to enhance cybersecurity education and workforce
development. The framework is designed to be utilized by grad-
uvate and undergraduate Electrical and Computer Engineering
(ECE) and Computer Science (CS) students for a comprehensive
introduction to cybersecurity exploits and countermeasures in
an interactive manner with hands-on components. Using I-HaC,
we have developed tailored lab components for a diverse range
of students and intend to release I-HaC as open-source for the
benefit of the ECE and CS education community.

Index Terms—National Vulnerability Database (NVD), Com-
mon Vulnerability and Exposure (CVE), Common Weakness
Enumeration (CWE), Hardware Security, Cybersecurity Educa-
tion, Future Workforce Development

I. INTRODUCTION

In our increasingly interconnected world, hardware secu-
rity is crucial for safeguarding physical devices and their
sensitive data, particularly with the rapid expansion of IoT
and other connected technologies [1]. Addressing hardware
security challenges brought by these advancements has created
a high demand for experts and professionals with specialized
knowledge of cyber and hardware security. However, the
current educational curriculum falls short of fulfilling these
emerging demands due to the rapidly changing hardware
security landscape, limited opportunities for hands-on training,
and predominantly emphasis on software security [2]-[5]. As
modern computing platforms become more complex, security
vulnerabilities at the hardware level, such as Spectre and Melt-

down, have emerged, affecting the design considerations for
future processors. Thus, the growing importance of hardware
security has made it essential for individuals and organizations
to understand its principles and best practices.

Our global digital infrastructure is heavily reliant on secure,
robust hardware systems. To safeguard this, it is vital to equip
future professionals with a comprehensive understanding of
hardware protection and associated best practices. Enhanced
education and skill development in hardware security can
empower individuals and organizations to identify and address
potential security threats proactively [6]. Moreover, a skilled
hardware security workforce can foster innovation, driving the
development of increasingly secure hardware products and
systems. However, to create such effective and secure design
solutions, understanding the evolution and impact of differ-
ent vulnerabilities is critical. Unfortunately, valuable insights
from vast datasets offered by organizations like the National
Institute of Standards and Technology (NIST) and MITRE can
be challenging to extract without a systematic framework for
analyzing vulnerabilities and weaknesses in detail [7]-[9]. Pre-
vious works have often neglected to provide a comprehensive
analytical tool that reveals patterns and relationships within the
National Vulnerability Database (NVD) [10], which lists the
Common Vulnerability and Exposures (CVEs) and MITRE’s
Common Weakness Enumeration (CWE) [11] databases.

In this work, we propose the Interactive Hardware and Cy-
bersecurity (I-HaC) Educational Framework, a novel approach
to cybersecurity education that emphasizes the importance of
hardware security in the cyber-physical system (CPS) secu-
rity domain. Our proposed framework will help the learners
analyze a set of vulnerabilities and give them details about
the impact a particular vulnerability has on the CPS sys-
tem. Using the proposed I-HaC as a pedagogical educational
framework, we can introduce students to a wide variety of
cybersecurity exploits, attacks and possible countermeasures
in an interactive fashion through hands-on components in
a cybersecurity curriculum. Through the I-HaC educational
framework, we aim to develop a set of comprehensive lab



components for senior undergraduate and graduate students
with diverse backgrounds. The proposed I-HaC Educational
Framework will be released as an open-source tool and the
developed laboratory curriculum will be provided for the
benefit of the broader community. This interactive learning
experience will not only equip students with the knowledge
and skills required to identify and mitigate hardware security
risks but also inspire them to contribute to the advancement
of hardware security research and the development of more
secure products and systems.

II. BACKGROUND

Hardware security education has long been hindered by sig-
nificant shortcomings and challenges, posing a serious risk to
the cybersecurity landscape. Traditional curricula have lacked
emphasis on hardware security [12]-[14], while learners and
educators have faced limited resources. Additionally, there
is a shortage of industry professionals, including those who
specialize in hardware security expertise, leaving a generation
of professionals ill-prepared to address the growing threats
targeting hardware systems [15]. These issues become even
more critical in the context of IoT and CPS, where the
interconnectivity of systems amplifies the consequences of
hardware security breaches. As IoT and CPS devices become
embedded in various sectors, such as healthcare, finance, and
transportation, vulnerabilities in these systems can lead to
severe consequences, including privacy breaches, disruption
of critical infrastructure, and compromised safety [16], [17].

Advances in Al, particularly with LLMs, have revealed
new attack models and vulnerabilities. As these tools grow
more powerful, novel attack patterns emerge, prompting the
development of diverse defense strategies [18]. Additionally,
hardware security presents unique challenges due to its com-
plexity, requiring a deep understanding of both hardware and
software systems [19]. This complexity makes it difficult
for learners to effectively grasp hardware security concepts,
thereby complicating the identification and mitigation of vul-
nerabilities. Without a solid foundation in hardware security,
future cybersecurity professionals may struggle to protect
against sophisticated attacks that exploit hardware weaknesses
[20].

To address these pressing issues, there is an urgent need for
comprehensive and standardized hardware security education
and workforce development. Integrating hardware security into
traditional curricula and providing accessible resources and
materials can equip the next generation of cybersecurity pro-
fessionals with the knowledge and skills necessary to protect
against evolving hardware-based threats [21], [22]. This em-
powers them to secure critical systems, detect vulnerabilities,
and develop robust mitigation strategies.

While various frameworks have emerged in cybersecurity
education, including the renowned Certified Information Sys-
tems Security Professional (CISSP) certification program [23],
they often focus on software security, overlooking hardware
security in the context of IoT and CPS [24]-[26], and lack

clear and comprehensive information derived from key cyber-
security datasets such as the NVD and CWE, as mentioned in
Section I [27]. Additionally, the rigorous and time-consuming
nature of the CISSP certification exam poses challenges for
learners and educators seeking a more accessible and practical
learning approach. Furthermore, the CISSP program primarily
targets professionals already working in the field, leaving a
gap in cybersecurity education for individuals pursuing careers
in related disciplines. In contrast, game-based learning offers
an easily accessible method to enhance the cybersecurity
education experience [26], [28]. Games like “Pomega,” “What
Can Go Wrong?,” and “Bird’s Life” [29] integrate gaming
elements with educational information to effectively convey
cybersecurity concepts. However, there are still areas within
game-based learning that require attention, such as the initial
step of categorizing vulnerabilities and attacks, as well as the
provision of comprehensive and relevant information.

Our framework, I-HaC, addresses these existing shortcom-
ings in hardware security education, with a particular focus
on IoT and CPS. Even with the unstructured data from NVD
and CWE, I-HaC manages to provide clear and comprehen-
sive information derived from these datasets. Its user-friendly
graphical interface enables learners and professionals to eas-
ily input vulnerability descriptions, extract valuable insights,
and establish connections between vulnerabilities and their
associated weaknesses. Leveraging established ontologies and
industry standards, I-HaC offers a comprehensive understand-
ing of hardware vulnerabilities and empowers users to select
and implement effective mitigation measures. By bridging
the gap in hardware security education, I-HaC contributes
to the development of a robust cybersecurity workforce and
strengthens the resilience of critical systems. In a rapidly
evolving digital landscape, where hardware vulnerabilities
pose escalating risks, it is essential to prioritize and invest
in hardware security education.

III. INTERACTIVE HARDWARE AND CYBERSECURITY
(I-HAC) EDUCATIONAL FRAMEWORK

To build our framework, getting to know the hardware secu-
rity data and concepts to design the algorithms is important.
In this section, we cover the concepts of data, algorithms,
and models. We utilize the security vulnerability information
available in the National Vulnerability Database (NVD) and
Common Weakness Enumeration (CWE) database to build
our ontology-based educational framework. Using the power
of a robust hardware ontology, learners can gain a deeper
understanding of the hardware layer’s role in security and
develop the necessary skills to design, analyze, and secure
hardware systems effectively. Such formal representation of
hardware weaknesses and vulnerabilities can help students
perform threat modeling specific to hardware-based systems,
assess the security risks associated with hardware components,
identify potential attack vectors, and evaluate the impact of
attacks on system integrity.

NVD provides a comprehensive database of vulnerabilities.
It utilizes a standardized approach for identifying, assessing,
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Fig. 1: Screenshot of the Graphical User Interface designed for the framework [9].

and prioritizing vulnerabilities in software and hardware prod-
ucts. The NVD uses JavaScript Object Notation (JSON) and
receives regular updates to incorporate new information and
modify existing data regarding specific threats. Additionally,
CWE is a community-contributed dataset that describes com-
mon weaknesses. We use this dataset to identify the root causes
of each instance of the vulnerability input and to correlate them
with the relationships defined in our ontology. By doing so,
we can better understand the connections and patterns among
similar vulnerabilities. In the development of our ontology,
we have incorporated four key concepts, namely Vulnerability,
CWE, ExploitTarget, and Attacklmpact. To provide a better
understanding of our ontology classes, we offer a concise
overview of each of these concepts below.

o Vulnerability: A system flaw that can be exploited
by attackers, compromising confidentiality, integrity, or
availability. It can stem from design flaws, manufacturing
defects, or the insertion of malicious hardware compo-
nents (hardware trojans).

e CWE: The “CWE” class describes the weakness type
associated with a vulnerability.

o ExploitTarget: Refers to victim systems targeted by at-
tackers due to existing vulnerabilities that can be ex-
ploited for unauthorized access or harm.

o AttackImpact: The “Attacklmpact” class represents the
potential consequences of an attacker exploiting a vul-
nerability in an ExploitTarget. It includes outcomes such
as data theft, system compromise, or denial of service.

Below are the key object properties that capture the rela-
tionships between these classes:

o Exploits: Connects a vulnerability to its associated “Ex-
ploitTarget” class, indicating the vulnerability’s target for
exploitation.

o hasAttackImpact: Links the “ExploitTarget” class and the
”AttackImpact” class, representing the various types of
attack impacts resulting from vulnerability exploitation.

o TargetsCWE: Associates a vulnerability with its corre-
sponding CWE, indicating the specific CWE-ID related
to each vulnerability.

We construct our hardware ontology utilizing the NVD
dataset from 2010 to the present. Our framework success-
fully detects updates in the NVD dataset and extracts the
aforementioned four key concepts (Vulnerability, CWE, At-
tackImpact, and ExploitTarget). This involves capturing the
relationship between vulnerabilities and the impact they have
on victim systems when exploited by an attacker. We em-
ploy the Owlready 2.0 Python library to map these concepts
and their relationships, leveraging Machine Learning (ML)
techniques such as linguistic annotations and a pre-existing
Natural Language Processing (NLP) corpus to dynamically
relate and attach meaningful contexts to unstructured text data.
Each vulnerability is then linked to a corresponding CVE-ID,
enabling our ontology to model the vulnerability information
along with the associated CVE-IDs. Furthermore, we estab-
lish connections between each vulnerability and a CWE-ID,
categorizing the vulnerability based on its description and the



affected system.

To ensure the ontology stays up-to-date, we developed a
vocabulary for updating it. This involved extracting concepts
from a dictionary and repeating the process until all the
aforementioned four concepts were captured. As new data
became available, we assigned it to the appropriate concepts
and updated our framework accordingly. Throughout the ontol-
ogy development process, we utilized Protege 5.5.0 software,
which supports the Ontology Web Language (OWL) and
provides a user-friendly environment for ontology creation and
management. Currently, our ontology comprises 1,460 axioms,
including 652 logical axioms and 801 declaration axioms.
It also includes 252 classes, 32 object properties, and 518
individuals, representing a comprehensive representation of
the domain. To enhance the visibility of cybersecurity threats
and provide an intuitive user experience, we have developed
a graphical user interface (GUI) with an interactive dashboard
using PyQt5, as demonstrated in Figure 1. The GUI allows
users to input vulnerability descriptions and leverages our
framework to extract valuable insights. Here is an overview
of the process flow:

1) User input is cleaned by removing stop-words, punctu-
ation, and irrelevant data.

2) The NLTK framework [30] is used for natural language
processing to standardize the meaning of the description.

3) Tokenization and stemming are performed to further
standardize the text.

4) Cosine similarity is calculated to extract relevant oc-
currences and map the description to existing CVEs to
identify similarities in the concepts.

5) The similarity results are visualized to demonstrate the
classification of the retrieved vulnerabilities and the type
of CWE that was mainly portrayed in the description.

6) The established ontology is used to connect vulner-
ability occurrences and display relationships between
them, providing a development story. OntoSpy is used
to visualize the RDF models and interact with the
documentation.

In the GUI, users input vulnerability descriptions, and the
system processes the input to provide organized information.
The top section displays a table with relevant occurrences, in-
cluding CWE and CVE IDs, descriptions, and severity scores.
A color-coded graph shows the relevance of estimated CVEs,
providing insights into related CWEs. Another tab presents
a pie chart highlighting prevalent CWEs associated with the
cause. The GUI also predicts Exploit and Impact Scores using
a highly accurate machine learning-based approach (up to
98.29% accuracy and 90.90% recall). Users can also explore
the ontology by clicking on this tab, gaining a comprehensive
understanding of the data and relationships. One notable ad-
vantage of our framework, I-HaC, is its adaptability to various
security topics, particularly focused on hardware security in
the context of IoT and CPS. However, its design allows
for seamless adaptation to different domains and areas of
cybersecurity. By defining a set of keywords, we can extract
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information from the CWE and CVE datasets specific to soft-
ware, firmware, hardware, coding security, product security,
IoT security, and more. This flexibility allows our framework
to effectively accommodate any cybersecurity topic.

IV. EDUCATIONAL ACTIVITY DESIGN AND OBJECTIVES

Figure 2 illustrates the pedagogical flow of the proposed
I-HaC framework. Our I-HaC Educational Framework pro-
vides a structured and systematic way to represent, organize,
and analyze information about hardware vulnerabilities. This
framework helps us standardize the terminology, classification,
and representation of hardware vulnerabilities, making it easier
for hardware security experts, researchers, and practitioners to
share and exchange information. Furthermore, the framework
supports the development of new hardware security techniques
and tools by providing a common basis for data analysis,
decision-making, and knowledge sharing. This, in turn, will
significantly enhance the efficiency and effectiveness of hard-
ware security efforts and contribute to the continuous im-
provement of hardware security practices [31]. Our framework,
in collaboration with industry partners, can bring real-world
hardware security challenges into the classroom. Simulation
and emulation tools can be utilized to demonstrate attacks
and mitigation techniques. In addition, we plan to implement a
web-based I-HaC Educational Framework to facilitate distance
learning. The web application is designed with a user-friendly
graphical user interface that incorporates all of the visual
elements shown in Figure 1 to remove the necessity of local
installation. By deploying the framework on cloud infrastruc-
ture, similar to the CPS-TR tool described by Satam et al.
[32], such as Amazon AWS, which provides higher efficiency,
scalability, ease of access, and better traceability, we can
improve students’ educational experiences in large class sizes.
Cloud-based deployment enables students and learners to have
extended access to these resources outside lab hours, which
provides students with the flexibility to learn at their own pace
and have more time to practice the concepts covered in each
exercise. Such pedagogical approaches make the proposed I-
HaC Educational Framework a highly suitable and effective
educational tool for adoption in classes with fully online,
hybrid, and hyflex modes of instruction (that have recently
received significant attention during the pandemic) to facilitate
active learning based on students’ majors and background [33],



TABLE I: Proposed educational activities in the courses delivered at the University of Arizona, University of California Davis, and University

of Central Florida using the I-HaC framework.

University | Course ID and Title

Brief Activity Description

ECE 413/513 Web Development and IoT

In the course project, the students are tasked to search for any vulnera-
bilities in their HTML, CSS, JavaScript, and firmware code and identify
mitigation solutions using the tool.

UofA ECE 407/507 Digital VLSI Design

The course project can focus on designing secure digital VLSI systems
using Verilog, Synopsys, and Cadence tools.

SFWE 407/507 Foundations of Software Engineering

Course project to develop secure software systems and perform risk
assessment and threat vector analysis.

EEC 172 Embedded Systems

Assignment to identify hardware and firmware vulnerabilities in sample
projects to raise awareness and familiarity with potential threat vectors on
deeply embedded and/or safety-critical systems.

UCDavis ECS 171 Introduction to Machine Learning

Course project to perform a comparative analysis of multiple classifiers to
perform link prediction between hardware vulnerabilities and weaknesses
and compare with a baseline approach.

ECS 111 Applied Machine Learning

Course activity to interactively explore the correlations between software
vulnerabilities and weaknesses to understand the application of machine
learning in the computer Cyber-security domain.

EEE 4346C Hardware Security and Trusted Circuit Design

Case studies on hardware security spanning design, analysis, and synthesis
of sequential logic circuits and systems.

UCF EEE 5790 Introduction to Secure Architectures

Learning modules covering state-of-the-art security primitives in modern
processors, including Intel’s Safe-Guard Extension(SGX), ARM’s Trust-
Zone, and AMD’s SME and SEV.

EEL5268 Communications and Networking for Smart Grid

Learners analyze and strengthen large-scale networks and public infras-
tructures to prevent and mitigate cyberattacks.

[34]. I-HaC uses learner sentiments to provide personalized
activities for each learner. Furthermore, learner evaluation
results are used to improve the I-HaC framework and content
delivery. The objective of integrating the I-HaC framework is
to enhance learners’ understanding of cybersecurity concepts,
including hardware security and evolving attack methods. The
curriculum will familiarize students with cutting-edge tools
for cybersecurity, machine learning, data analysis, and visual-
ization. Engaging discussions, group activities, and hands-on
exercises will be incorporated to support students in achiev-
ing the course learning outcomes [35], [36]. Some example
activities are listed in Table L.

V. PILOT IMPLEMENTATION AND EVALUATION PLAN

We plan to integrate the [-HaC framework in the courses
listed in Table I. In particular, as a pilot study, we plan
to create customized labs and activities for these courses
tailored specifically to use the proposed I-HaC framework,
which will include both video demonstrations and written
documentation for its use. To evaluate the effectiveness of the
framework and to improve the user/learner experience, we will
conduct a pre- and post-student survey in accordance with the
approaches used in [33]-[39]. This survey will gather informa-
tion on students’ knowledge of large language models (LLMs),
hardware and software vulnerabilities, and the use of LLMs
to mitigate vulnerabilities. This survey would demonstrate
student knowledge comprehension and understanding of these
topics before and after using the proposed I-HaC framework.
In particular, students will respond to five questions, each
using a S-point Likert-type scale (Strongly Agree, Agree,
Neutral, Disagree, Strongly Disagree), that will be designed to
gauge their familiarity with LLMs, their experience in using
LLMs for programming, and their understanding of security
issues related to hardware and software vulnerabilities. Survey
questions will be carefully designed to align with the course’s
learning objectives. The initial survey will provide a baseline

understanding of student knowledge, which will be critical
for tailoring course content and delivery. At the end of
the semester, the post-survey results, coupled with student
feedback, will be analyzed to measure the effectiveness of
the course in enhancing student knowledge and confidence in
using LL.Ms and addressing security concerns. This analysis
will inform future iterations of the course and identify areas
for improvement in teaching methods and materials to enhance
student engagement and deepen their understanding of LLMs
and security in the context of hardware design and the Internet
of Things. We believe this will ultimately produce a more
informed and capable cohort of engineering students. Below,
we provide a few examples demonstrating the functionality
of I-HaC framework for different user-defined vulnerability
descriptions, where Example 1: “Use of a Cryptographic Prim-
itive with a Risky Implementation” (Figure 3), Example 2:
“Sensitive Information Uncleared Before Debug/Power State
Transition” (Figure 4), and Example 3: “Improper Protection
of Physical Side Channels” (Figure 5) [9].

VI. CONCLUSION

With the increasing use of connected devices and IoT
systems, the need to be educated about hardware security
in cybersecurity has risen. In an effort to better analyze the
vulnerabilities and impacts provided by NVD, we developed a
hardware vulnerability-focused ontology I-HaC. Our proposed
framework would assist in examining a set of vulnerabilities
and providing details about the impact a specific vulnerability
has on the CPS system. Because each vulnerability is associ-
ated with a specific CWE ID, this ontology framework will
associate the vulnerability with its respective CWE ID. We
believe that this framework enables us to move closer to our
goal of educating learners about the various hardware security
risks and how to mitigate them.
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